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Introduction to the Data Exchange Principles and their purpose

The Data Exchange Principles document sets out seven principles for the exchange of wildlife
data

Through work to deveop the Nationd Biodiversty Network, the Nationd Biodiversty
Network Trust has encountered sgnificant barriers to the exchange of wildlife information in
the UK. In consultation with data owners, managers and users, the Trust has identified a
demand for guidance to help overcome these barriers.

The seven data exchange principles represent the Trudts firgt attempt to provide such
guidance. This document is a working document, which may be revised in the light of
practical experience. The principles are intended for use by anyone to inform access
negotiations for individud datasets and/or the development of organisational policy for data
delivery. Although the principles do not represent an approved standard in data access terms,
the Trust is hopeful that they will help more organisations to exchange wildlife information.



Practical trial of the Data Exchange Principles

The National Biodiversty Network Trust has produced seven data exchange principles. The
principles are intended to support organisaions and individuals wishing to exchange wildlife
information. The Trust would like to test whether the principles work practicaly, and invite
any organisation to examine them.

Oliver Grafton, the Access Project Officer for the Trug, is the primary contact for this work.
Oliver is happy to advise on the use of the principles and would be grateful to receive any
advice on whether the principles are useful. Examples of access agreements and principles
currently in use would help the Trust to build experience and extract best practice.

Oliver can be contacted by ...
Telephone: 01733 455411
Emal: o.grafton@nbn.org.uk

Address: NBNT Projects Officer
English Nature
Northminster House
Northminster
Peterborough
PEL1 1UA



The Seven Data Exchange Principles

Principle One

Biodiversty data should be essly accessble to enable their use for decison-making,
education, research and other public-benefit purposes.

Principle Two

Making biodiversty deta available should reduce the risk of damage to the environment. If it
Islikely to have the opposite effect, availability may need to be controlled.

Principle Three

Biodiversty data suppliers should make avalable sufficient meta-data to alow biodiversity
daa users to assess the scope and potentid uses of ther information holdings. When
biodiversty data ae supplied, accompanying information (metardata) on its ownership,
methods and scale of collection and limitations of interpretation, should be provided.

Principle Four

A dlear transfer of authority should be made when a biodiversity data resource is put together,
to alow biodiversity data managers to act on behaf of the biodiversity data owners.

Principle Five

Managers of biodiversty data should make therr framework of terms and conditions publicly
available, dlowing biodiverdty data owners to have confidence tha control will be exercised
in the management and use of their data.

Principle Six

Persond data must be managed in accordance with the principles of the Data Protection Act
1998 and/or any subsequent legal provisions.

Principle Seven

a)

Managers and funders of biodiversty data should make lesic facts fredy available (except for
handling charges if needed) for not-for-profit decison-making, education, research and other
public-benefit purposes.

b)

Biodiveraty data suppliers should try to arange resourcing of information provison so that

charges for not-for-profit uses are minima and charges for commercid uses are redidic but
do not prevent the use of biodiversity data.

c)

Biodiversty data users should expect to contribute to sustaining the provison of biodiversity
data through cortributing ether in kind or financidly to the collection, collaion and
management of biodiversity data, or a the point of use.




The Data Exchange Principles, rationale and application

This section of the document provides the reasoning behind each of the seven principles.
Statements of rationde attempt to provide the judtification for the incluson of each principle.
Some guidance for the practical gpplication of each principle is aso provided.

The practicd agpplication of the principles may not dways be clear. Much of the commitment
and work required to comply with the principles will require some level of experimentation
and testing of new approaches.

More detailled guidance on how to overcome the more contentious and uncertain issues
surrounding access to wildlife data is provided in the associated annexes of the document. The
guidance and advice provided in the annexes represents the National Biodiversty Network
Trugts best interpretation of the issues as they currently stand. The scope and detall of this
guidance and advice is likdy to expand and mature as the development of the Network
continues.



Principle One

Biodiversity data should be easily accessible to enable their use for decision-making,
education, resear ch and other public-benefit pur poses.

Rationale

This is the badc overarching principle upon which the Nationd Biodiversty Network is
founded. It is based on the understanding that, for wise choices to be made about the
environment, the many viewpoints involved should use information about the environment.

It is assumed that the mgority of organisations and individuds likey to paticipate in the
Network will be intereted in promoting the avallability and use of biodivergty deta rather
than private gain from its sde This will dlow greater use of wildlife information in more
gopropriately  guiding the eactiviies of UK society, safeguarding the interest of the
environment. In this way communities will gain in many ways from grester understanding
and protection of the environment in which they live. This conditutes public-benefit.

The principle reflects the view that informed decisions are better than uninformed ones.
Given this, whilst respecting and acknowledging the rights of owners of biodiversty data, the
viewpoint has been taken that if such biodiversty data are to be of practica benefit, they must
be made more available. It is acknowledged that there are some problems with this gpproach,
but none of these are insurmountable. In the long term, the benefits of making biodiversty
data widely available will be great. What these benefits are, and which are most important,
will depend upon the viewpoint and remit of individua organisations.

Idedlly, biodiversty data from many different sources should be readily avalable. Given this,
organisations and individuas will be &ble to bdance different interets when reaching a
decison (eg. in a devdopment case), taking into account ther different remits. In effect, this
is a move towards endbling sustainable decison-making. A network of biodiversty data
holdings will set locd biodivergty data in a broader context, dlowing for better informed
decison-making. Improved communications should lead to better knowledge of the existence
of biodiversty data, which in turn should hep reduce duplication of effort for biodiversity
data collection.

Although it is true that a better educated public will ultimately result in better decison
making, the man reason for including ‘...education, research and other public-benefit
purposes.” in the wording of the principle is to recognise ther intringc vaue and encourage
the diversity of usesto which biodiversity data can be put.

Application

Many differently condituted organisations should be able to subscribe to the concept
embodied by this principle. Indeed, as a result of the Environmenta Information Regulations
(EIR) or providing evidence for Public Inquiries, many dready have to. The EIR ae a
datutory ingrument that imposes a duty upon public bodies to provide information to anyone
who asks for it. Whilst a request can be refused on a number of grounds, and a charge can be
levied, there is a clear presumption in favour of release. Those making a request do not have
to prove an interest. However, if sendtive data are requested it is not unreasonable for the
body or individud holding the data to clarify the request to ensure that they do not contravene
any of the redrictions on the reease of data In this case, a decison making process to
determine what level of detail of information to release to whom, and for what purpose, can
be gpplied. More information on the EIR is provided in Annex 2.



Some organisations may not have the resources or the remit to promote access for dl of he
purposes suggested in the principle. However, improving the management of biodiversty data
for its primary purpose will normaly mean that the extra cost of providing it for other
purposes is amdl. Smilaly, dthough using biodiversty data more effidently is likdy to
require changes in working practices by both individuds and organisations, these changes
should be viewed positively - as an opportunity to work better.

Some concern has been expressed that adlowing the use of biodiversity data by anyone means
that those with a commercid interest will be able to exploit - for example - the voluntary
sector. Whilgt this is addressed in part by the gpplication of principles 3, 4, 5 and 7, it is
important to recognise that dl participants in environmental decison-meking should have an
equa opportunity to find and use the same information. The National Biodiversity Network
will not work in practice if biodiversity data owners are over-restrictive about either who can
use biodiversity data or what they can use biodiversity data for. This could mean tha
organisations working to these principles may not be able to accept records if caveats are
placed on thelr use.



Principle Two

Making biodiversgty data available should reduce the risk of damage to the
environment. If it is likely to have the opposite effect, availability may need to be
controlled.

Rationale

There are risks inherent in making biodiversty data avalable. These range from; the misuse
of biodiversty data; exposure of the locations of rare pecies, landowners not giving
permisson for survey work because they are not happy for the biodiversty data to be made
widdy avalable; and volunteers not submitting biodiversity data because they don't trust the
control over its use. These risks can al be managed, providing a proactive approach is taken.

It is accepted that individual recorders may have concerns about how confidentidity will be
asesed and managed. Internet technology enables secure access mechanisms (password
based) to be implemented, and a number of levels of security are feasble. The concerns of
landowners (whose permission is necessary to gain access to land for survey) can a least in
part be dlayed by ensuring that they are aware of the results of any survey.

Much of the biodiverdty data collection which is carried out, either by volunteers (in the best
tradition of such activity in the UK) or by professonds, is seen by those collectors as
contributing to the consarvation of habitats and species. The ams and objectives of
conservaion can only be achieved if biodivergty data is made available for use in decisor+
making. From a conservation perspective, what is needed is a codt-effective mechanian that
makes the best possble contribution through agoplying science-based knowledge to underpin
wildlife conservation.

It is widely recognised that some biodiversty data, if released into the wrong hands, could
lead to damage to the naturd environment. The example often quoted is that of neting
locations of rare birds of prey. However, the assessment of what is sengdtive is in many cases
highly subjective. In addition, the attention given to exceptionad cases tends to overshadow
the potentid benefit in terms of damage prevention arisng from making such biodiversty
data accessble. Understanding the probability and impact of risks dlows them to be managed.
There must be a presumption in favour of allowing access to biodiversity data to ensure that
availability is restricted only when it is truly necessary. Often the perceived level of risk can
be reduced with improved trust between individuals.

Application

To apply this principle it will be necessary to work out for any given biodiversty dataset
which bits of it might be sendgtive and which ae not. Annex 1 of the Data Exchange
Principles document provides some basc guidance for the management of sengtive wildlife
data. Sensitivity or risk of damage to the environment should be assessed according to defined
criteria. Anyone building a biodiversty data resource from multiple contributions will need
to agree the criteria with their contributors. Any biodiversity data product should meet the
needs of its usars (i.e. be fit for purpose) while protecting ‘sendgtive’ biodiversity. Having
established how to diginguish between sendtive and non-sendtive biodiversty data, the latter
can be made accesshle immediatdly, whilst the sengtive biodiversty data should be made
available only if the proposed use or user can be assessed and approved. As an example of the
actud (rather than perceived) levd of risk, it is perhgps worth mentioning that despite
recelving over a hundred biodiversty data requests each year, Hampshire County Council
have only had to refuse one such request (for locations of rare orchids) in ten years.



A process for determining risk and deciding when to reease potentidly sengtive biodiversity
data is shown below in Figure 1. The objective of this process is to develop and document
senstive data management agreements. This provides an opportunity to define the criteria
used to assess the risk of environmental damage occurring if data is made avalable. These
agreements will help both the owners and managers of wildlife data gan a better
understanding of how to manage sengtive data

Figure 1.
Flow Model for handling sensitive data

DISSEMINATE
ASSESSRISK [ ® DOCUMENT [ ¥ NON-

SENSITIVE

AGREE WITH 2ol

REQUESTS
OWNER/S FOR SENSITIVE

DATA

LICENCE USE




Principle Three

Biodiversity data suppliers should make available sufficient meta-data to allow
biodiversity data users to assess the scope and potential uses of their information
holdings. When biodiversity data are supplied, accompanying information (meta-
data) on its ownership, methods and scale of collection and limitations of
inter pretation, should be provided.

Rationale

Much concern tends to be expressed about assuring the qudity of observations and their
vdidation. This can be a (lagdy unnecessary) barier both to making biodiversty data
avalable and to their use. The problem can be addressed by making more documentation on
biodiversty data avalable. Thus biodiversty data should not be provided just on their own,
but with accompanying meta-data setting out the methods used for ther collection, the
datigtical limits of interpretation, how the datais held and to whom the data belongs.

Meta-data make the gppropriate use of wildlife data possble by providing context, facilitating
a greater understanding of the limits within which a dataset can be gpplied. Meta-data can also
record the extent to which the data has been checked, dlowing the dissemination of some
biodiverdty data before al checking procedures have been completed (through version
control). A single survey is only a sngpshot in time. Multiple surveys build a picture of naturd
heritage changes and trends and are of more vaue for many purposes. Meta-data alows users
to understand how and when biodiversty data have been collected. In short meta-data can be
used to clearly inform a data manager or user as to how the information was obtained and how
it should be used. This has close ties to the Data Protection Act, addressed under Principle Six
and in Annex 2 of the Data Exchange Principles document.

Biodiversity data quality is not an absolute measure: it depends on the purpose for which the
biodiversity data are to be used. Biodiversty data may be of high qudity for one purpose but
of very low qudity for ancother. For example, a survey to determine butterfly population sze
could cope with much less rigorous identification qudity than a taxonomic or digtribution
dudy. The latter might require a large number of very caefully checked observations to
validate both the species determination and the location, but these observations would be of
little use in edimating population Sze unless pat of a sampling regime. Alterndively, an
accuratdy determined species observation might be of little use in Ste management because it
had a very imprecise geographica reference.

Once biodiversty data are broadly accessble it will be possible for many organisations and
individuals to create their own interpretations of biodiversty data (which may chdlenge those
produced by the collector(s) of the biodiversty data). Under this view of the world the skill of
organisations in cregting interpretations of biodiversty data (thereby cregting added value)
will form their competitive edge. In effect organisations will control ther interpretation rether
than the biodiversity data upon which they are based.

Application

Meta-data ae essentidly descriptions of the biodiveraty data itsdf and how it was obtained.
An important benefit of the Nationa Biodiversty Network is that it should encourage meta-
data to be produced. Metadata will probably be as vauable in the long run to those
organisaions currently holding the biodiversty data, as they will to the wider community. It
will be important to have clear dandardisation, whilst recognisng that there are adways
practicd problems with complex datasets in fitting the meta-data into standardised schemes.
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Where a dataset is drawn from a variety of sources it will be important to have meta-data that
refer to the set as a whole, rather than smply to have meta-data for each of the component
datassts making up the whole. This is particularly important in Stuations where the chain
between the person naking the origind observaion and those making interpretations is a long
one. It is dso important that the meta-data makes it clear where biodiversty data are absent,
that isto say, distinguishing between truly negative records and alack of biodiversty data

Standards for meta-data exist and a variety of tools are available to help people compile meta-
data for their biodiversty datasets. It is important that users take respongbility for any
interpretations of the biodivergty data that arise from how they have used them. This can be
achieved through the use of disclamers when providing biodiversty data and additiondly, by
making a condition of use (through a licence or other legd agreement), that the supplier does
not accept any liability for how the biodiversity data may be used or interpreted.

The Network already has in place some of the features needed for people to provide access to
biodiversity data with accompanying meta-data: The Network has an internet-based meta-
data catdogue of biodiversity datasets, meta-data are part of the biodiverdty data exchange
format; and Recorder 2000 dlows meta-data to be compiled a the time of biodiversity data
collection.

Ealy avalability of biodiversty data is generdly beneficid, especidly where interpretation is
draightforward. Exceptiondly, avalability may need to wat until context meta-data are
avalable, while a method of anaysng biodiversty data is being developed, or until a large
enough sample has been collected to permit valid interpretation.

It is obvious that some species and habitats are a lot more difficult to recognise than others,
and some survey methodologies are a lot harder to use than others. Using appropriate survey
methods for the quality of biodiversty data required, understanding the competence of
recorders, and ranking the species or habitats that need to be verified in particular ways, are
al ways to increese confidence in the qudity of observations and decrease the amount of
vaidation necessary to manageable levels,

When biodiversity data are made available there is potential for them to be misused. Thisisa
fact of life and occurs with all other forms of data in the public domain. However, supplying
good meta-data can reduce this risk. A clear common understanding of the conditions under
which biodiversty data are made available (eg. by licence agreement) should aso reduce the
risk of misuse.
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Principle Four

A clear transfer of authority should be made when a biodiversity data resource is put
together, to allow biodiversity data managers to act on behalf of the biodiversty data
owners.

Rationale

There are serious legd issues that impose condraints on the way that the Nationd
Biodiversty Network is able to operate. The Environmentd Information Regulations and the
Freedom of Information legidaion both advocate and provide for (within limits) release of
biodiverdty data and information. These are baanced by the requirements of the laws of
confidentidity, copyright and data protection, which provide for withholding information or
ddivering ‘property rights over the same data and information. Organisations cannot be
expected to work in a way that will subject them to lega pendties, so these legd condraints
cannot be ignored. Solutions that deliver what is needed within the legd condraints must be
found. Some of the relevant aress of the lawv are not clear and it can be difficult to decide
where the balance lies. There is dso a red issue of technological advances running ahead of
the law.

During the collection of biodiversty data, work is undertaken by a chain of individuds and
organisations. Copyright will exig in each of the individud pieces of work. The copyright of
the separate pieces may potentidly be different. Many biodiversty data resources are based
on collations of origind observations, which might have been made by thousands of people. If
each person had to be asked each time for permisson to use ther copyright materid, a
subgtantid proportion of biodiversty data would effectively be inaccessble. The solution is
for biodiversty data managers who are providing access to multiple biodiversity datasets, or
to biodiversty datasats based on any individud contributions, to agree with the holders of
copyrights to act on their behdf. It is important to remember that agreements are no subgtitute
for trus between the individuas involved. However, formaly gpproved agreements are likely
to be beneficid (so long as they are written in plain English). A summary of what copyright is
and how it gpplies to biodiverdty data is provided in Annex 2 of the Data Exchange
Principles document.

During the process of cregting biodiversty data products, for example summaries or
interpretations of raw biodiversty data, value is added in various stages to the raw data,
potentidly by different organisations or individuds It is important to undersand who owns
the rights to which parts, as this controls how the biodiversty data may be used. An audit trail
of who owns the copyright to which biodiversity datais therefore essentid.

The JINCC! and the country conservation agencies have sought legd advice on the
implementation of the environmentd information regulations and ther interaction with
copyright and data protection. A summary of this work is provided in Annex 2 of the Daa
Exchange Principles document. For example, advice was sought to help devise agreements for
the trander of authority to use information collected by volunteers. Unfortunady, the
wording of the documents created was S0 legdidtic that it threatened to put off many of those
who might be aked to sgn them. Despite explaning the problems caused by such
documents, the lawyers were not able to draft an agreement in the right spirit and in plain
English. It is understood that other organisations have had smilar experiences when they have
sought lega advice on these issues.

1 Joint Nature Conservation Committee
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Based on this experience and the recognition that there is very little rdevant case law, INCC
have come to the conclusion that al we can try © do is be as reasonable and clear as possible.
Some organisations may fed that this is not good enough, but it boils down to a badance
between the (very low) probability of legd action being taken and the risk and cogts of what
might happen if such action did take place.

Application

The key point in implementing access to biodiversity data is that providing access to other
peoples biodiversity data can only be done on the basis of trust. Licences are legd
agreements which can hdp darify the parties shared understanding, but they can aso be very
inflexible and may frighten off some biodiversty data providers if the documents used are
perceived to be worded in an obscure manner. Licences could thus effectively prevent rather
than fadlitate use of biodiversty data Having dSaed this, the most practicad way to
implement this principle will be through the preparation and use of a series of biodiversty
data agreements between biodiversty data providers and users. Biodiversity data access
agreements need not be viewed as measures to limit access to biodiversity data. Rather they
are measures to build trust and fair dealing between the providers and users of biodiversity
data. An important aspect of implementing such agreements in practice is that biodiversity
data should be accessed only through the dataset custodian, rather than through any
secondary source.

Licenang will be difficult to introduce unless there is a common undersanding of why it is
necessary. These principles should help to foster a common gpproach, dlowing organisations
to create draightforward policies and operationa procedures. For instance, the application of
Principle 5 in itsdf goes some way to achieving implementation of Principle 4. Managers of
biodiversty data should make sure that dl licences for use require users to acknowledge the
origind copyright holders, this will ensure gppropriate recognition of the efforts of
individuds.

It is likdy that there will reman (at least initidly) Studtions in which it will be necessary to
seek the pemisson of the originators of biodiversty data to release information. However,
foward planning and implementation of measures now should am to minimise this in the
future to avoid a crippling adminigrative burden.
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Principle Five

Managers of biodiverdity data should make their framework of terms and conditions
publicly available, allowing biodiversity data owners to have confidence that control
will be exercised in the management and use of their data.

Rationale

This principle addresses issues about the control of biodiversty data, such as recordings
provided by volunteers to a Loca Record Centre (LRC) or to a nationd recording scheme and
ociety.

An understanding of the processes used by managers of biodiversty data to vaidate new
biodiverdty data and to manage the release of sendtive biodiversty data should reassure
biodiversty data owners that controls exist. Intelectud property rights provide the legal bass
for the control of biodiversty data The right to exploit a monopoly, which forms the bass of
intellectud property rights law, is given because a resource (in this case biodiversty data) is
made avallable. Biodiverdty data licences can be used to impose contractua conditions.
Copyright and contract law adlow these to be enforced. A brief summary of copyright law is
provided as pat of Annex 2 of the Data Exchange Principles document. While the eectronic
publication of biodiversty data does lead to some loss of control, the same is dso true of
conventiond publication, for example in abook.

Application

The fiddworkers who origindly collect biodiversty data (most of whom are volunteers) may
have concerns about their biodiversty data being misused or fdling into the wrong hands. It
is important that the National Biodiversty Network is able to demonstrate good control over
access to biodiversty data. Organisations working to these principles need to work hard to
give feedback to volunteer fieldworkers and to build ther trust. The organisations responsible
for collating biodiversity data and putting them into the NBN need similar reassurances.

Use of biodiversty data without the permisson of the owner is a breach of copyright law.
There has been a great ded of uncertainty as to how to manage biodiveraty datasets collated
before the transfer of authority was included in the collation process. Pragmaticaly the way to
ded with this is to show that ‘reasonable’ steps have been taken to obtain authorisation for
use from originators of biodiversity data. Documentation of the process undertaken, and,
from now on, ensuring that the biodiversty data owner(s) have given permisson for their
biodiversty data to be used in particular ways, safeguards both those who collect and those
who use biodiversity data.

For smdl numbers of casud records it may be sufficient to add a note on the collection form
telling the person completing it how the biodiversty data will be used; submitting the form
then gives implicit permisson for the biodiversty data to be used in that way. For larger
collections of biodiversty data, advertisng that a collation is being created, making it clear
how the biodiversty data manager intends to use the resource and alowing time for people to
express an interest or withdraw their biodiversity data, would probably be wise. Where a large
quantity of biodiverdty data originate from a single source, a one-off agreement may be
aufficient. This should include the provison of gppropriate feedback - illudraing that the
biodiversity data supplied represent a vaued resource.

14



Some suggestions of thingsto include in aset of terms and conditions are listed below:

an assurance tha the procedures for documenting biodiverdty datasets will be made
available by the biodiversty data manager;

a daement of policy on the sorts of uses the biodiversty data manager would like to
promote for the biodiversty data;

the criteria for evaluating sendtive biodiversty data and a procedure for agreeing with
biodiversty data owners how they apply;

the procedures for evauating requests for sendtive biodiversity data;

the working practices in place to physicaly safeguard the biodiversity deta;

an explanation of the crcumdgances under which the biodiverdty data manager may
charge for providing access services and what happens to any income.

It should be adequate in many cases Smply to release biodiversty data with a copyright
datement, thereby creating an implied agreement. It is important for al parties to be both
pragmatic and reasonable when implementing alegd agreement.

15



Principle Six

Personal data must be managed in accordance with the principles of the Data
Protection Act 1998 and/or any subsequent legal provisions.

Rationale

The Data Protection Act 1998 provides the legidative bass for regisering the use and
disseminaion of persona data It covers dl use of persond data, regardless of whether the
user needs to be registered under the Act or not. An important change between the previous
(1984) and replacement legidation is that, whereas under the 1984 Act the only persona data
that were covered were those stored dectronicaly, under the 1998 Act this has been extended
to include dructured manud filing sysems. The Act is based on a number of principles that
provide a very useful framework for the management of biodiversty data A brief summary of
data protection is provided in Annex 2 of the Data Exchange Principles document.

Data about people and biodiversty data generdly need to be managed adongsde each other
for three main purposes.

1. to record who the copyright holder is so that they can be properly acknowledged when the
persona data are used;

2. for the purposes of adminigtering recording schemes,

3. to provide contact data for use when others need to confirm details of the observation.

Application

While persona data may be important in vaidating biodiverdty data, once that has been
done, personal data need only be exchanged where it will significantly improve the
interpretation of biodiversity data (eg. for critica taxa where the sKkill of the observer is a
sgnificant factor in the accuracy of the records). If people are happy to be acknowledged as
the origind observers then of course there is no problem in disseminating that information.

If the provision of persona data does not assst interpretation of the biodiversty data, and the
origind contributors do not want to be individudly acknowledged, then norma working
practice should be not to disclose persond data when biodiversty data are made available. If
personal data are subsequently needed as context to the observations in  particular
crcumgances, for example when biodiversty data have been chdlenged in a Public Inquiry,
the personal data should be disclosed only if permisson is subsequently obtained from the
originator.

The exact data protection notification that organisations will need to make will depend upon
their remit and activities. However, a biodiversty manager can provide data as outlined in the
three scenarios above under the Data Protection Act. Under the 1998 Act, a data manager
requires permisson from al data contributors for any intended use of persona data associated
with biodiversty data It is illegd for biodiversty data managers to hold persond detals
about fiddworkers if they object to them being held. In this case a judgement will have to be
made as to whether the persona data are integra to the qudity of the record. If they are, the
records will have to be refused, as they will be substartidly incomplete. The adminidretive
burden that forma management of persona data entails may cause some concern, but none of
the three uses is paticularly controversd, and it is therefore expected tha only a smal
minority of potentid fieldworkerswill be put off by the increased formality required.
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Principle Seven

A

Managers and funders of biodiversity data should make basic facts freely available
(except for handling charges if needed) for not-for-profit decison-making,
education, research and other public-benefit purposes.

B

Biodiversity data suppliers should try to arrange resourcing of information
provison so that charges for not-for-profit uses are minimal and charges for
commercial usesarerealistic but do not prevent the use of biodiversity data.

C

Biodiverdity data users should expect to contribute to sustaining the provision of
biodiversty data through contributing either in kind or financially to the collection,
collation and management of biodiver sty data, or at the point of use.

Rationale

Charges (including the level a which they are st, what they cover, and who benefits from
them) are probably the most contentious part of this framework of principles. There is no
intention that this charging principle should undermine the funding bass of locd records
centres, national schemes and societies or any other biodiversity data provider.

Redricting the availability of biodiversty data is seen by some biodiversty data holders as
important in order to protect thelr busness, placing them in a monopoly postion. However,
managing and meking biodivergty data avalable is expendve and busness modds ae
changing. Once this is recognised the question that has to be answered is who pays and for
wha? The chdlenge for the Nationd Biodiversty Network is to recognise and acknowledge
the risks to exiding biodiversty data suppliers and to help to manage trangtions. While
suppliers should not expect to be atificidly supported, it is in no-on€'s interest to create gaps
by forcing existing biodiversity data suppliers out of business.

It is important that in the devdlopment of the wider use of biodiversty data tha biodiversty
data providers and users avoid attaching monetary vaue to biodiversty data directly. This is
for three reasons firdly, this is a dangerous and dippery dope when the mgority of
biodiversty data collection is by volunteers, whose effort and goodwill are paramount to
meking the sysem work; secondly, this is counter to the internet trend of making more
information more eesly avalable and thirdly, charging is mostly about services not data
anywey.

This principle has been slit into three parts to claify the interests of the different players in
biodiversty data provison and use. The vaue of biodiversty data lies in its gppropriate use.
It should be expected that some summary or overview level of access to information will be
avaladle free to anyone, to act as a ‘shop window’'. Individuas and organisations will fed
more or less comfortable with adlowing access to grester or lesser amounts of detall according
to how open they fed able to be (which will depend partly on their status - public bodies are
likey to be more open, owing to the Freedom of Information legidation, than private bodies
or charities, which may fed they have to protect their assets). The more widdy it is known
that biodiversty data exist, the more likdy it becomes that new revenue sources will be
discovered.

A dear diginction has been made between commercid and non-commercid uses of
biodiversty data It is expected that commercid users will be more likely to want to pay a
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point of use than contribute to core codts for biodiversty data collection and management.
The intention of proposng that charges ‘do not prevent the use of biodiversty daa is to
avoid excessive chaging, such as atempts to recover the full cost of biodiversty data
collection from each user.

Given that the resources which may become available from pay-per-use are less certan (i.e. it
is difficult to predict the amount of use that an organisation may make of a biodiversty data
resource unless they enter into some sort of agreement), organisations that pay in this manner
should expect to be charged a a higher rate than those that are willing to erter into a service-
type agreement with biodiversty data providers. It is important that the man funders of a
biodiverdty data provison service do not fed disadvantaged by the access arrangements for
other users - another reason for higher charges for those who contribute on a ‘pay-per-use
bass. However, some funders may wish to subsdise other uses, for example, public funders
may wish to discount the costs of provision of biodiversty data to the generd public.

One of the mgor benefits of improved access to biodiversty data is the ability to influence
the decisons of others. Some biodiversty data owners may be concerned that greater
avalability of biodiversty data will make it esser for others to increese ther influence a
little cost to themsaves. However, since biodiversty data are unlikely to be collected except
for a good reason, wider use of those biodiversity data should be regarded as an added
benefit. In addition, if the biodiversty data have been collected with public funds then the
principles of open government and wise use of public resources demand that the biodiversty
data be made widdy avalable Indeed, the Environmenta Information Regulations (EIR)
require public bodies to make information avaladle to whoever asks for it. It is very
important that al requests for biodiversty data are handled by the agreed biodiversty data
custodian to ensure consgstency in biodiversity data and information, access and charging, and
to provide the ability to log the nature of the requests received, which can provide important
market research type information.

Thereis very little evidence of significant income generation from supplying biodiversity data
unless a) a near monopoly exists and b) there is great demand for the biodiversity data.
Nether of these is likdy to aoply to the bulk of biodiversty data It is a common
misconception that loca records centres and other biodiversity data managers ‘make a profit’
from providing access to biodiverdty data This is quite smply not true. Whilst the demand
for biodiverdty data is increesng exponentidly, avalable evidence suggests that the
resources avalable from information provison are likdy to be consderably less than the
cods of making biodiversty data avalable. This is because it is very expensve to collect,
manage and disseminae biodiversty data However, the income that is generated can be used
to offset the cogs of running a recording scheme, to offset the cost of supplying biodiversty
data to those who, for public-benefit reasons, may only be asked to pay a nomind rates, or to
enable work that would otherwise not be undertaken.

Application

For those organisations whose remit is the supply or procurement of biodiversty data, it
should be noted that the trend for increased provison of biodiversty data is likey to both
continue and increase. The Nationd Biodiversty Network should therefore be seen not as a
threat, but as an opportunity to develop and access high quality biodiversity data services,
usng biodiversty data managed both directly by an organisation and indirectly by others.
Within a patnership network such as the Nationd Biodiversty Network, cregting
unreasonable or inconsstent cost barriers to the use of biodiversty data is more likey to
hinder than help biodiversity data exchange.
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Most biodiversity data-rich organisations add value to the biodiversty data through some sort
of interpretation of those data. The collection and management of biodiversty data are thus a
means to an end raher than the end itsdf. The cods of collecting and managing such
biodiverdty data certainly have to be covered; developing a broad enough funding base that
supports this work in a sustainable fashion - perhaps as part of a service agreement - is one of
the changes and chalenges that biodiversty data managers face. ldedly, finance for the
provison of information products should be available from within core or programme funding
rather than expecting externd users to pay. In practice this ided may be difficult to achieve.
As the trend of meking information more avalable continues biodivergty data managers will
have to ensure tha therr biodiversty data are organised in ways which make it efficient to
enter, validate and retrieve data. It should be noted hat poor data management is not an
excuse for high charges.

There are a number of issues around the subject of service agreements, for example what
cogs should be included, what the agreement should cover and how long it should run.
Nevertheless, they provide a means by which the costs of biodiverdty data management can
be shared between organisations, with the benefits of access to a wider pool of information
than would otherwise be avalable They ae therefore an attractive propostion to many
organisations. They dso offer a means by which the funding base of a biodiversty data
provider can be broadened, and for stakeholders to support an on-going biodiversity data
collection, collation and management process.

Biodiverdty data services are not codt-free. Doing anything costs money, as in any other
sphere of life, and this includes re-supplying of donated biodiverdty data to their originator.
However, using a least part of any revenue from the provison of biodiversty data to create a
fund to pay for requests for hep from biodiversty data suppliers is likely to be a good way of
keeping such suppliers happy. The challenge for biodiversity data managers is to create a
charging regime under which providers are willing to supply biodiversity data and users are
willing to pay for the services provided.

For commercid uses of biodiversity data it is likey that negotiaions on charges will be on a
case-by-case basis. For non-commercial applications, charges should not be set with the am
of recovering data collection or management codts, rather, biodiversity data managers should
aimto minimise or discount the costs of providing biodiversity data, or even waive them. This
goplies particularly to setting charges for those who provided the biodiverdty data in the first
place, especidly if they did so in a voluntary capacity. For both commercid and non
commercid applications, consistency and transparency in the Application of any charges
made is very important.

The UK Biodiverdty Steering Groups report recommended, ‘collect once, use many times.
This can best be done by keeping charges low, reducing the incentive for users to re-create the
biodiversty data resource. The chdlenge of implementing a charging policy in the dectronic
information era is that the grestest part of the costs involved are in capturing, verifying and
managing biodiversty data rather than in its disseminaion. Views on how this chalenge can
be met are invited.
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Annex 1 Managing Sensitive Wildlife Data

Background

The Nationa Biodiversty Network hopes to provide a transparent and safe environment
within which a diverse range of organisations can readily and confidently exchange ther
information. To achieve this the Nationd Biodiversty Network Trust hopes to help overcome
the many bariers currently preventing the reedy exchange of wildlife information in the UK.
Reduced data exchange due to concerns over the sengtivity of wildlife informetion is one of
these barriers.

Evaluating Requests for Information

The decison whether to release non-sendtive biodiversty data is relativdy easy. All that is
required is to decide whether a fee should be charged (for example to cover the work involved
in finding and processing information), as discussed under Principle 7.

Only if the information is sendtive for some reason is further information required before a
judgement can be made about whether to release biodiversity data, or a subset thereof.

Types of use of environmental information

Assgning a request for information to one of the following categories may help decide
whether, how much, or what sort of biodiversity data to release.

Will the release of biodiversity data
*  support conservetion action and priority setting?
o further scientific understanding?
e promote public understanding and enjoyment of the environment?
 build the capacity of voluntary groups to collect vauable environmenta information?
» dlow the provison of sound professond advice?

What extrainformation might be needed?
*  Who are the proposed users of the information?
* Towhat useisit going to be put?
» Have appropriate referees been named?
e Where will the information be used and wha measures will be in place to prevent its
accidentd disclosure?
»  For how long will the information be used?

Once this information has leen provided the criteria in Figure 2 below can be applied; release
of sendtive biodiversty data could then be by licence, with a baance struck between the
needs of those requesting biodiversty data, the sendtivity of the organisms to which the
biodiversity data refer, and the use(s) to which the biodiversity data are to be put.

Basc questions that should be answered by the biodiversity data manager or data owner:
* Do weown thisinformation?
e If the information contains persona data, are we registered for its release to those
making the request?
» Do the benefits of release outweigh the risks?
» Can | defend my action as reasonable?

If the answer to dl these questionsis ‘Yes' then the biodiversity data should be released.
Identifying ‘sensitive’ biodiversity data

A presumption of access to biodiverdty data should be made to ensure that access to
biodiversty daa is redricted only when it is truly necessay. Generdly, increased avalability
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of biodiversty data is likely to decrease the risk of damage to the environment. Exceptiondly,
avalability may ggnificantly increese this risk. There are genuine reasons why it may be
necessay to refuse to supply information requested. The Environmenta Information
Regulations (EIR) provide some guidance regarding this. A summary of the EIR is provided
in Annex 2 of the Data Exchange Principles document.

The criteria proposed below are intended to alow an objective assessment of the potentia risk
and to give authority to any decison to redrict the release of biodiversty data. In paticular,
they should provide a means of documenting the nature of the anticipated harm, the
mechanism(s) by which it would be anticipated to occur, and why the ham would be
aufficiently subgantid to judify refusal of the request for biodiversty data This will then
dlow the holder of the biodiversty data to review or defend the decison made if caled upon
to do so by any appeal s process.

This ligt of criteria should not be seen as an atempt to sweep the problems of sengtivity of
data ‘under the carpet’. Rather they are an attempt to be more rigorous about what
crcumgances might actualy lead to environmentd damage. Applying the criteria will not be
easy; in many cases a judgement will be required. Neverthdess, the decisions reached should

be more objective than would otherwise be the case.

Figure 2.

Criterion for the assessment of data sensitivity

Criterion

Reasoning

Are only certain parts of
the biodiversity data likely
to lead to harm?

It may be possible to disassociate these from the other
biodiversity data to give a partial response, or to aggregate
biodiversity data so that they are not sufficiently explicit to lead
to harm.

Does the subject of the
biodiversity data (species,
habitat, geological
feature) have attributes
that make it vulnerable to
human activity?

This relates to more than just rarity per se. It might reflect the
balance between population size of a species on a particular
site and its vulnerability to disturbance (e.g. low reproductive
rate). Alternatively, it could refer to the fragility of a habitat or
geological feature.

Are the biodiversity data
already in the public
domain?

Many biodiversity data are. It is nonsensical to be secretive for
the sake of it. The location of species at ‘honeypot’ sites is an
example; ospreys are well known to nest at Loch Garten, and
the site is very carefully wardened.

Does the precision of the
locations within the
biodiversity data offer
someone a significant
advantage in finding the
subject of the biodiversity
data?

It is often the case that while biodiversity data may not be fully
in the public domain (i.e. available to anyone), they are known
to those who have expertise in the subject. The question then
becomes not whether the biodiversity data in question will
enable someone to find the species, but how much of an
advantage possession of those biodiversity data will confer.
This might also apply to one type of biodiversity data giving a
significant clue to other biodiversity data (for example if there
is a strong habitat association for a particular species that is
known to occur within a more general area).

What is the state of
protection of the locations
cited in the biodiversity
data?

There may be little risk of harm to species and habitats in well
protected locations, however vulnerable they are at other
locations.
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Criterion

Reasoning

Would disclosure of
otherwise sensitive
biodiversity data help
protect the environment?

Sometimes it is better to have biodiversity data in the public
domain so that more eyes are watching out for potential harm.
The example that comes to mind is urban badger setts. In
addition, the lifecycle of an organism (e.g. some of the
invertebrates that live in dead wood) may be such that the
most effective conservation action would be to inform those
who own or manage land that the animal or plant in question
has been found.

Would disclosure
increase the likelihood of
an illegal (e.g. under the
Wildlife and Countryside
Act) activity?

The Wildlife and Countryside Act (as amended by the CROW
Act) makes it illegal to kill or take individuals of selected
species. While in many cases the taking of an individual would
not cause substantial harm to the population, it is nevertheless
illegal. The test should be: would disclosure make the illegal
taking of species more likely than at present?

Would disclosure actively
increase protection of the
environment?

Under the Wildlife and Countryside Act (as amended by the
CROW Act), an offence is committed only if a landowner
intentionally causes damage to an animal or plant on the
schedule. It is therefore important that owners and occupiers
are informed about the presence of species of conservation
importance on their land, as this nullifies a defence of
inadvertent damage.

Is there established
evidence that substantial
harm is, or has been,
caused to the subject of
the biodiversity data?

Examples here might include badger baiting, collecting rare
invertebrates, or the digging up of particular species of wild
plants.

Would disclosure
substantially damage the
ability of a conservation
organisation to achieve a
specific conservation
objective?

Sometimes it is necessary to take very pragmatic decisions to
achieve conservation aims and objectives. On rare occasions,
it may be necessary to refuse to release biodiversity data,
because it would compromise a scientific study, or would
significantly damage relationships with others (e.g.
landowners), without whose support it would not be possible
to achieve the desired end.

Is release of the personal
data registered under the
Data Protection Act?

When registering as a holder of personal data, it is a
requirement to list those from whom data will be obtained, and
those to whom it may be disclosed. It is an offence under the
Act to release personal data where those data have not been
registered for disclosure, or beyond the terms of the
registration.

Do the biodiversity data
contain elements that
might be considered
commercial-in-
confidence?

This in part relates to contract law and the common
requirement of contracts that information which might give a
competitor an unfair advantage should be confidential (for
example the cost of tenders for undertaking survey work).
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Annex 2 The Legal Framework

Introduction

This annex provides summary information about the legd framework in reation to the
exchange of wildife information in the UK. The information provided does not conditute
legd advice, rather it represents the National Biodiversty Network Trust's best interpretation
of thelega implications of wildlife data exchange.

There is very little case law (examples of actud legd action) to advise wildlife data recorders,
managers and usars. There remain legd grey areas where the implications of the law and/or
therisk of legal action are not dways clear.

The legd information provided is expected to develop, expand and mature over time as
development of the Network continues and legd understanding grows.

The Relevant Acts

The Environmenta Information Regulations 1992
Copyright Law

The Data Protection Act

Freedom Of Information Act

A wDd PR
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1. The Environmental Information Regulations 1992

Scope

The Environmentd Information Regulations (EIR) are a datutory ingrument intended to
make public bodies more open about the ways in which decisons are made and about the
information upon which decisons are based. They apply to public bodies, but there is no
definitive lig of organisations covered. Given this, it is likdy that the regulaions will goply to
some Locd Records Centres (LRCs) but not to others. However, the EIR provide a useful
framework for anyone conddering what information should be released without any quams,
and what should be considered more sensitive.

The regulations impose a duty to provide information to anyone who asks for it. A full and
Subgtantive response must be given to a data request within two months. Whilst the request
can be refused on a number of grounds, and a charge can be levied, there is a clear
presumption in favour of reease. Those making a request do not have to prove an interest.
However, if sendtive daa are requested it is not unreasonable for the body or individua
holding the data to clarify the request to ensure that they do not contravene any of the
restrictions on the release of data. In his case, a decison making process to determine what
level of detail of information to release to whom, and for what purpose, can be gpplied.

What do the regulations cover?
The EIR goply to "information reating to the environment” in whatever form it is hdd
(including written, visua, ord and dectronic media). Information relates to the environment
if it concerns.
» the date of water, air, soil, fauna, flora, land and natural Sites,
e ativities or measures that ae likdy to dther adversdy dffect, or protect, the
environment.

The regulations are therefore extremdy wide ranging.

Restrictions

There is a presumption that information will be made avalable to those who request it.
However, there are general and specific reasons that could lead to refusd of requests.
Environmental information held for judicid or legidative purposes is excluded from the scope
of the regulaions (Regulation 2(1)(b)), and bodies may refuse a request that is manifestly
unreasonable or formulated in too genera amanner (Regulation 3(3)).

The specific grounds for refusd to supply information are split into two sections, where
information may be conddered confidentid (Regulaion 4(2)), and where it must be
consdered confidentia (Regulation 4(3)).

Biologicd records are likely to be caught by Regulaion 4(3)(c), on the bads that they have
been volunteered. The reason why this is in the must be rather than may be confidential
category is to protect whistle-blowers, e.g. the sources of the former Pollution Inspectorate. It
is important therefore to have clearly documented agreement from recorders that their records
can be used, or both copyright law and the EIR could be inadvertently broken.

Regulation 4(3)(d) is particularly worth noting, as it is this which is mogt likely to be used as
a judification for refusng to releese wildlife information, on the grounds of potentid
sendtivity. Note that it requires a judgement to be made, and if necessary defended if there is

an appedl.
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The exceptions to the right to information, which are laid out in Regulation 4, were amended
in 1998. The listing below incorporates the amendments made.

Exceptionsto theright to information

4. 1. Nothing in these Regulations shall:

a.

b.

require the disclosure of any information which is capable of being treated as
confidential; or

authorise or require the disclosure of any information which must be so treated.

2.  For the purposes of these Regulations, information is to be capable of being treated as
confidential if, and only if, it is information the disclosure of which -

a.
b.

would affect international relations, national defence or public security;

would affect matters which are, or have been, an issue in any legal proceedings or
in any enquiry (including any disciplinary enquiry), or are the subject matter of any
investigation undertaken with a view to any such proceedings or enquiry;

Would affect the confidentiality of the deliberations of any relevant person;

Would involve the supply of a document or other record which is still in the course
of completion, or of any internal communication of a relevant person;

Would affect the confidentiality of matters to which any commercial or industrial
confidentiality attaches, including intellectual property.

3. For the purposes of these Regulations information must be treated as confidential if,
and only if, in the case of any request made to a relevant person under regulation 3
above -

a.

it is capable of being so treated and its disclosure in response to that request
would (apart from regulation 3(7) above) contravene any statutory provision or rule
of law or would involve a breach of any agreement;

the information is personal information contained in records held in relation to an
individual who has not given his consent to its disclosure;

the information is held by the relevant person in consequence of having been
supplied by a person who:

i. was not under, and could not have been put under, any legal obligation to
supply it to the relevant person;

ii. did not supply it in circumstances such that the relevant person is entitled
apart from these Regulations to disclose it; and

iii. has not consented to its disclosure;
or

the disclosure of the information in response to that request would, in the
circumstances, increase the likelihood of damage to the environment affecting
anything to which the information relates.

4. Nothing is this regulation shall authorise a refusal to make available any information
contained in the same record as, or otherwise held with, other information which is
withheld by virtue of this regulation unless it is incapable of being separated from the
other information for the purpose of making it available.
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2. Copyright Law

What is Copyright?

Copyright is a legd mechanism that exigs to safeguard the intelectud property rights of
individuals and organisations. The law is set out in the Copyright, Designs and Paents Act
1988, the Copyright (Computer Programs) Regulations 1992, the EC Directive on Europesn
harmonisation of copyright protection (93/C 27/09), and the Copyright and Rights in
Databases Regulations 1997.

Copyright is one of a number of intdlectud property rights (others include morda rights,
patent rights, database right, and plant breeders rights). This is a very complex area of law;
there isagood summary in Appendix 4 to the CCBR® report.

Copyright applies once information has been written down; the materid does not have to be
published, and does not have to have a copyright statement attached to it.

What Does Copyright Enable?
Copyright enables:
. authorsto control and regulate use by others of their origind works,
authors and publishers to seek financid returns for distribution of their works,
owners to determine how others use their work,
alegd remedy for unlawful copying thet infringes these rights.

Copyrightin a published work in the UK
A published literary work, for example a book, journd, magazine, or newspaper cutting, is
likely to contain two separate categories of rights protected by copyright.

The copyright in the literary work - lagting for the life of the author, plus a period of 70 years
after the end of the year of his degath.

The copyright in the typographica arangement of every published edition of a literary,
dramatic or musicd work. This copyright belongs to the publisher of the edition and lagts for
25 years from the end of the year in which the edition was first published.

Collecting and holding biodiversity data
For the purposes of the Netional Biodiversty Network, copyright for data can be summarised
within the following framework:

Biologica records are covered by copyright as literary works (there is no requirement for
‘literary meit’).

A peson meking an observation for their own purposes has the copyright to the
observation (provided they write it down).

If a person is pad (through employment or a specific contract) to make an observation,
the copyright will bdong to ther employing organisation or client - unless there is a
written agreement to the contrary.

A person or body collating observations from many sources owns the copyright to the
collation. They need to document their agreements with their sources over the purposes of
the collation, the right to use the observations, and the way in which use of the
information will be managed.

2 Department of the Environment. (1995). Biological Recording in the United Kingdom : Present Practice and
Future Development. Main Report. London, HMSO. 145pp + appendices.
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Interpretations, summaries or recommendations are the copyright of the people or
organisations making them.

Note that the copyright of a record belongs to its author; i.e. the person who wrote it down.
This means that landowners do not own the copyright of data collected on ther land.
However, in collecting data, it is essential tha permisson to collect information has been
ganed from landowners, as quite gpart from the good practice that this entals, information
which has been collected illegdly cannot legdly be used - for examplein a Public Inquiry.

To hdp to manage biodiverdty data without infringing copyright in the future, it is important
to set up more forma procedures for keeping track of permissons to use biodiversity data It
is likely that biodiversty data will be collected by many people for very different reasons. It is
neither possible nor desrable to give a ‘one sze fits al’ goproach to solving these issues, but
the thoughts below are intended to be a pragmatic start to thinking about how to aleviate the
problems currently faced.

Dealing with copyright in a commercial contract

If another organisation is collecting information as part of a lega contract, then the conditions
in that contract should cover the issue of who owns the copyright of the products developed as
under the contract. In most cases thiswill be the organisation that commissioned the work.

Dealing with copyright where there is no contract
Biodiversty data are collected in a number of ways not covered by a commercia contract.
For example, biodiversity data might be collected by:

individua volunteers,
avoluntary organisation;
an academic indtitution through its students.

In these cases those involved should be asked to Sgn copies of a letter formaly donating the
information. These will give the recipients ether full or limited rights of use over the
biodiversty data. Those asked to sgn should include not just those people who are collecting
biodiversty data in the fidd, but dso anyone drawing up charts, graphs plans or diagrams
which form part of the biodiversty dataset as a whole. It is unlikdy that biodiversty data
suppliers who have collected a sgnificant amount of information will be willing to fully sgn-
away their copyright in the biodiverdty data that they have collected. However, this need not
be an insurmountable problem — dl that is actudly required is a licence for the data to be used
for the wide range of purposes that the National Biodiversty Network enables.

A sensble approach may be to take the line that occasond records received from the generd
public are trested as donations and can be used freely in output, but that the use of records
from more productive recorders should be agreed with those recorders. In cases where loca
experts have contributed large quantities of information it should be possble to negotiate a
written agreement between the user(s) and collector(s).

Copyright of datasets

A dataset is amply shorthand for the different pieces of data put together in a group. When
this is done it is important to make sure that dl authors of the information to be collated have
given their permisson for itsuse.

Passing biodiversity data on

Where information is collected by one source and then passed on to someone else to collate,
turn into tables etc, then the second source should have ether; @) signed a forma agreement,
or; b) Sgned a donation form.
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When they hand over ther completed package of work. For complicated information
products, it is possble that a chain of rights will exist, with additions for each stage from
basic raw biodiversity data to finished report.

Dealing with legacy data

It is likey that most organisations hold a good ded of information that was supplied a long
time ago (hitoric or legacy data). If no podtive permisson to release data has been given,
then al copyright and other intelectud property rights remain with the origind supplier of
the data. These rights are passed down with an individud’ s etate on their death.

Data cugtodians for historic data will need to try to find out whether permisson was ever
given. It is sendble however to be pragmatic about whether it is necessary to seek
retrogpective permission for use (as may be true in some cases).

Moral rights

The concept of mord rights comes from the Berne Convention for the protection of literary
and atistic works. Copyright essentidly dedls with the economic rights that someone has in a
work, i.e. to stop someone dse udng it, copying it and getting money from it. Mord rights
refer to the right of the true author of a work to; a) be properly identified, and; b) object to any
derogatory treatment of the work, i.e. to protect the author's reputation.

Some questions have been raised whether verification (and potentidly re-determination of
records) could impinge on the mora rights of an author of records if the process leads to a
chdlenge to the identification made by the originator of the biodiversty data This is unclear,
but a pragmatic solution is to ensure thet it is clear both what the origina record was and that
the subsequent determination is an amendment to the record, as this then ensures that an audit
tral of changes is avalable This would ensure the origind author of the record could be
identified (their name is not overwritten by the determine’s name), and whether the
determination is viewed as derogatory can be assessed by consideration of the expertise of the
author and determiner(s). The new version of Recorder implements this gpproach.

Protecting copyright

It is standard practice for many organisations to include a paragraph asserting copyright when
their data are passed to others. The exact details will clearly vary between organisations, but
might be Smilar to the example below:

O [Name]. All rights reserved. The moral rights of the Author are asserted. The copyright
of material provided in response to this request for information is vested in [Name]. This
information is provided subject to the condition that it shall not in any way of trade or
otherwise, be lent, sold or resold, hired out, or otherwise circulated in any form without
the prior written consent of [Name].

The information provided here is believed to be correct. However, no responsibility can
be accepted by the [Name] or any of its partners or officers for any consequences of
errors or omissions, nor responsibility for loss occasioned to any person acting or
refraining from action as a result of this information and no claims for compensation for
damage or negligence will be accepted.

Infringement of copyright

An infringement occurs if a work protected by copyright, or any subgtantid part of such a
work, is copied without the permisson of the copyright owner. The copyright law does not
define the meaning of ‘subdantid pat but the courts have held tha ‘subdantid’ is a
quditative and not merdy a quantitative criterion.

The potentid for infringement of copyright exists in many pats of everyone€s work. For
example, it is not permissble to answer requests for information by copying press cuttings,

28



Smilarly, only limited parts of reports or academic papers should be photocopied. Blithey
copying whole works is illegd, and infringes the principle of far deding under which copies
of some materia can be made.

In the context of the use of informaion within the Nationd Biodiversty Network,
infringement of copyright would mean usng or holding data without permisson of its owner
or their agents. It dso means copying a substantid part of a database without permisson —
this would infringe the database right created by the Copyright and Rights in Databases
Regulations 1997 (which implement the EC Directive on the legd protection of databases
(96/9/EC)).

Who is liable for infringement of copyright?
The individud who actudly caries out the infringing act is liddle In the case of
photocopying, however, liability is not limited to the person who actualy makes the copies.

A person who causes an infringing act to take place, by giving indructions to an agent or
employee acting on his behdf, will be liable for those acts.

Copyright law stipulates that a person is liable if he ‘authorises another person to carry out an
infringing act. Thus, any person who makes a copyright work available to another person and
tells that person to make a copy of it, or of a subgtantid part of it, would, if that copying were
not covered by proper permission or by statutory exception, be infringing copyright.

So what can I copy?

Only the copyright holder has exclusve rights in the work, and only they can copy fredy.
However, in the interests of the dissemination of knowledge, a copy may be made by
individuals for purposes of research or private study, criticism or review, or news reporting.
Unfortunately, the 1988 Act is not clear about amounts that may be copied, and the law has
been subject to varying interpretations.

As a generd rule, restrictions on copying apply to all published material and only a single
copy of any item can be made; source details should be acknowledged on any copies. If it is
necessary to make multiple copies for any reason, it is essential to contact the copyright
holder to seek permission or to have obtained a licence. If permisson from the copyright
owner to copy outsde the norma rules has been received, details to this effect should be
retained. Photocopies should not be held on files; it is good practice to keep reference detals
to the aticle instead. Photocopies aso cannot be held in libraries unless permisson to copy
has been obtained. Where a photocopy is placed on a library’s shelves the item must contain a
statement of the right to hold a photocopy for such purposes.

Libraries can copy materid for you, but are subject to amilar regulations and will ask you to
ggn a copyright declaration form, without which copies cannot be provided. The signature
has to be the person retaining the copy and an dectronic sgnature is not yet acceptable in the
law.

Map-based information

A number of datasats incdlude maps as an integrd pat of the information. The copyright on
maps is complicated, and restrictions on copying and release of such data do apply, depending
on the owners of the maps and of the data superimposed on the base map.

Photographs, slides, videos and other artwork

Equadly, photographs and other atwork (including diagrams, dides, videos, and audio
recordings) aso form parts of a number of datasets, and are covered by copyright law in ther
own right. Given that the source (and therefore copyright) of some of these may be unknown,
it isimportant to take great care to ensure that copyright is not infringed.
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The Internet

Copyright also applies to information that is posted on World Wide Web (www.) pages or
otherwise passed around the Internet. This is the case even if there is no obvious copyright
satement. Great care should be taken to ensure that gppropriate permission is gained before
usng any maerid sourced from the Internet, and to ensure tha the information used is
correct (it should not be trusted just becauseiit is electronic).
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3. Personal Data and the Data Protection Act

What is data protection?

Data protection is a mechanism to regulate the use of persona data about individuds. It has a
legd basis in the Data Protection Act 1998, which updates the Data Protection Act 1984 as a
result of the EC Directive on Data Protection (95/46/EC). This intended to provide a baance
between the Convention on Human Rights and the Treaty of Rome. The Directive took effect
on 24 October 1998, but there was a short delay (until 1 March 2000) before the new Act
came into force, owing to the need to implement secondary legidation to support it.

Data protection
Data protection provides a legidative framework for the collection, storage and use of
persond information held on manua and computer files.
Data protection appliesto living people, and therefore does not apply to corporate bodies.

Data Protection Act 1998

* Coves al uses of persond data (whether registered or not, or exempt from the
requirement to register).

* Refines the data protection principles.

» Extendsthem to cover certain categories of manual data (i.e. paper files).

* Reguires those usng data to make available details of their processing on request.

There is a three-year trandtion period for data controllers to bring ‘processng under way’ into
compliance with the new law (i.e. by October 2001). Data in manud filing sysems may not
need to comply with many aspects of the new law until 2007; however, the trangtion
arrangements are complex, so advice on specific circumstances should be sought.

The data protection principles of the 1984 Act have largely been retained (Schedule 1 of the
1998 Act). Principle 1, which deds with obtaining information fairly, is strengthened as it
expressdy provides that certan conditions must be met. These incude informing the daa
subject of the purposes for which the data are to be processed.

In addition, processng of persond data may only be caried out if & least one of the
following conditionsis met (Schedule 2):

» theindividua has given their consent to the processing;

» the processng is necessary for the performance of a contract with the individud;

» theprocessng is required under alegd obligation;

» the processng is necessary to protect the vital interests of the individud,;

» tocary out public functions, or;

» the processing is necessxy to pursue the legitimate interests of a business (unless
prgudicid to the interest of the individud).

Stricter conditions apply to the processing of sengtive persond data (which includes racia or
ethnic origin, politicd opinions, religious or other beiefs trade union membership, sex life
and crimind convictions). Not only mugt the data controller conform to the principles and
Schedule 2, but aso processing is prohibited unless at least one of the conditions in Schedule
3 is met. This will usudly meen that explicit consent of the individua concerned to process
such datais required. Note that the definition of processing includes obtaining data.

When is information 'personal'?
Persond data are defined under the new Act as information from which someone can be
identified ather directly or by combination with other data in the possesson of (or likely to

31



come into the possession of) the data controller (i.e. the person who controls the purpose and
manner of processing the data).

Persond data aso includes opinions about the data subject or data which relate to the
intentions of the data controller in relaion to the data subject.

In the old Act if a name was incidentd then the Act didn’t goply. Under the new Act naming
someone, for example in the preparation of a document, is covered.

Registration / Notification

Under the 1984 Act, dl individuds and organisations who use ‘persond information’ (with
only very minor exceptions) were required to register with the Data Protection Registrar the
purposes for which the information is hdd, the classes of data hdd, its sources and the
disclosures they expect to make.

A revised and ampler process of natification will replace the current system of regidtration.
The details of the notification process and its cost have not yet been decided; until then there
Is little data users can do to revise their current arangements. Noatification will have to
include an outline of the security measures to be taken to ensure compliance with the seventh
data protection principle, but obvioudy this will not have to be in such detal that the security
processes would be invalidated.

Regidration (currently) costs £75 and lasts for 3 years. It is possible to amend a registration at
any time. Unless covered by an exemption, holding or usng persond information without
being registered isacrimind offence.

Exemptions
A range of exemptions are likely to be incuded in the secondary legidation implementing the
1998 Act. These are:
- Nationd security.

Crime and taxation.

Hedth, education and socid work.

Regulatory Activity.

Research Purposes.

Information required to be made public.

Domestic Purposes.

The definition of what these cover and the manner in which they can be applied will be
grictly defined and applied; they are not a catchrdl, and ae exemptions from individud
rights rather than from the need to notify. In addition to the exemptions listed above, a
number of miscelaneous exemptions will gpply, and three 'specid purposes are defined
(journdism, artigtic purposes and literary purposes): these are intended to alow for ‘freedom
of expresson. Those holding information under an exemption will ill be required to comply
with the Act, and will be required to respond to a request for information as if they were
registered.

It is worth noting that the ‘research purposes exemption may be relevant to biologica records
inas-much as it defines that the second and fifth principles will not be breached provided that
the processng will not adversdy affect individuds referred to within the data. This dlows for
data to be archived and used indefinitely provided that the persond data is incidental to the
processing undertaken.

3 Office of the Data Protection Registrar, Wycliffe House, Water Lane, Wilmslow. Cheshire. SK9 5AF. Information
line : 01625-545745. email . data@wycliffe.demon.co.uk
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Releasing personal information
If the data have not been registered as available for disclosure, then they must not be released.
Release of personal information for which an organisation or individual is not registered is a
criminal offence. It is possble for employees to be held personally responsible for
unauthorised release(s) of persona data.

Data subject request

An individud asking for information held about them must recelve a response within 28 days
(but note that there are trandtiond arrangements regarding the release of data from manud
files).

If rdeasng information on an individuad would dlow the identification of another individua
(who may for example be the source of the information to be released) a baancing test (the
'Gaskin' test) must be gpplied to determine what information to release. This must assess
whose right is the most pressing - the right of an individuad to have information about
themsdves or the right of the third party to have ther identification protected. It will be
necessary in such a case ether to seek the consent of the third party involved or assess if the
crcumslances are such tha it is reasonable to redlease the information without consent.
Guidance on this can be sought from the Data Protection Registrar.

New rights
The new law creates some new rights for individuas. These include:

* prevention of processing likely to cause damage or distress,

knowledge of the logic behind automated decision making;

not to have significant decisons based solely on the results of automatic processing;;
prevention of processing for the purpose of direct marketing.

Manual records

The 1984 Act only covered persond data held in a form that could be automaticaly processed
- eg. on computer. The scope of the 1998 Act has been extended to cover information in a
rdlevant filing sysem' where the records are Sructured ether by reference to individuals or
by reference to criteria relating to individuas so that 'specific information relaing to a
paticular individud is readily accessble. This will indude some manud files Exactly what
should or should not be regarded as covered is a present unclear, as the definition could be
interpreted in a number of ways (e.g. what do "readily’ and 'specific’ mean).

It is likey that sructured information such as card indexes, microfilm sysems and personnd
records will fdl within this definition. It would probably be risky to limit interpretation of the
scope of the incorporation of manud filing sysems to an absolute minimum. It may be worth
noting that the Data Protection Regidrar is interpreting the provison more widdy than
Government.

Data protection principles

The Act has a number of principles of data management (i.e. how the data are to be collected,
sored and used) that data users (those registered with the Data Protection Registrar) must
abide by. These Principles are provided below.
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The Principles of the Data Protection Act

1

There is a lot more detall about how the principles should be applied, for example with
respect to fair obtaining (Principle 1), in a s&t of guiddines to the Data Protection Act. These

Personal data shall be processed fairly and lawfully and, in particular, shall not be
processed unless -

a) at least one of the conditions in Schedule 2 is met, and

b) in the case of sensitive personal data, at least one of the conditions in Schedule 3 is
also met.

Personal data shall be obtained only for one or more specified and lawful purposes,
and shall not be further processed in any manner incompatible with those purposes.

Personal data shall be adequate, relevant, and not excessive in relation to the purpose
or purposes for which they are processed.

Personal data shall be accurate and, where necessary, kept up to date.

Personal data processed for any purpose or purposes shall not be kept for longer than
is necessary for that purpose or those purposes.

Personal data shall be processed in accordance with the rights of data subjects under
this Act.

Appropriate technical and organisational measures shall be taken against unauthorised
or unlawful processing of personal data and against accidental loss or destruction of,
or damage to, personal data.

Personal data shall not be transferred to a country or territory outside the European
Economic Area unless that country or territory ensures an adequate level of protection
for the rights and freedoms of data subjects in relation to the processing of personal
data.

(and anumber of other documents) are available from the Data Protection Registrar's office.

Libel, Slander and Defamation

Under English law there is a differentiation between what is spoken and written (i.e. dander
and libd). In Scotland one law fits dl (the crime is defamation) and it is the message not the
medium that matters. All of these may be broadly defined as casting doubt on someone's

performance or opinion, whether they are acting in an amateur or professona capacity.

There are exceptions. For example, if you can prove wha you are saying is true, or the

somewhat shady area of ‘fair comment’ eg. The Scotland team is [insert adjective of your
choicel].



4. Freedom of Information Act

This Section is Under
Development
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Useful links

In conddering the framework presented in this paper, readers may dso like to see how other
networks and projects are approaching the issues raised by providing access to biodiversity
data The following web links are conddered to be particularly useful. If you know of other
links that are useful then please et us know.

http://www.biodiversity.ora/pfis.html

http://www.hmso.gov.uk/acts.htm

http://www.open.gov.uk/dpr/dprhome.htm

http://www.homeoffice.gov.uk/foi/index.htm

http://www.scotland.gov.uk/pubappt/foi.asp

http://www.hrwallingford.co.uk/projects/envaldat
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Copyright

02001 National Biodiversity Network Trust. Reproduction of part, or all of this
document is authorised for not-for-profit decision-making, education, research
and other public-benefit uses without prior permission from the copyright holders,
provided that the source is acknowledged. Reproduction for commercial
purposes is prohibited without prior written permission from the copyright holders.
The views expressed in this document do not necessarily represent the views of
individual NBN consortium members.

Disclaimer

This is a complex and grey area of legislation and any opinions or interpretations
expressed here cannot be taken as a statement of the law. The information
provided here is believed to be correct. However, no responsibility can be
accepted by the JNCC or NBNT or any of its partners or officers for any
consequences of errors or omissions, nor responsibility for loss occasioned to
any person acting or refraining from action as a result of this information, and no
claims for compensation for damage or negligence will be accepted.
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